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i Outline

= Obstacles for further improvement on SHA-1 attack
= New collision path for SHA-1 (First iteration path)
= Comparing new collision path with previous path

= Strategies for message modification

= Detalls of message modification

= The complexity of searching for collisions



Obstacles for Further Improvement
on SHA-1 Attack

= Unlike SHA-0 and MD5, many message
conditions and chaining variable conditions must
co-exist In each step of differential path

me1 =1, mea =0 megs=1 mer=0, mega =0, mga =0, mezz2=0

a71 =0,a7r3=1,074=0,a76=0,a77=0,a70=0,a710=1
ara2=0,ar6=1l,ar1v=1,ar1s=1,ar19=1,ar20=1, 721 =1, a7 22 =1
aros=1,a724 =1, 0795 =1, @706 =1, @727 =1, a7 98 = 0, @730 = 0

mg

ma3 7 = Ma2,1, M236 = M3 7 + 1, Ma3 30 = Mi95, Mas 7 = Maa1 + 1, Mare = M1 + 1,

maz,31 = 1 4 maa,1, Maor = Mas2 + 1, mao,7 = maa 2+ 1, ma1g = mao1 + 1, may 31 = mae1 +1
M34r = Mag 2+ 1, Magg = Mag1 + 1, Masg = M35z + 1, M35 7 = Mag2+ 1, M35 31 = M3 + 1
mar,r = mae,1 + 1, magy =maro+ 1, magsr =maga+ 1, Mar 7 =mao2+1, myoo2=myo2+1
M4s 7 = M4s 2 + 1, M4y, 7= M4 2 + 1, Mao 7 = Mag2 + 1, Me17 =mas2 + 1, M52,2 = Myq,2 + 1
Me7,8 = Mee,3 + 1, Mro,0 = Meo s + 1, mr11 = mes3 + 1, mrz 0 =mras+1, mryo=meoq+1
Mys0 = Mg g + 1, Mg 11 = Mrs e+ 1, My a =Myg s + 1, Myg 10 =Myg 7 + 1, Mrg o = Myyq +1




Obstacles for Further Improvement
on SHA-1 Attack (continued)

= Difficult, because message space available is tight:

-- 50 message conditions in steps 17-80

-- hence 50 message conditions in steps 12-16
-- resulting in 50 message bit equations

-- most message bits are involved

Mia20 = Mo,2 + Mo,24 + Mo,25 + Mo28 + Mo,20 + Mos0 + 1,0 + Mia + Ma,26 + Ma,27 + M1,28 + 171,29

+mi,30 + Ma0 + Ma2 + M2,3 + M224 + M225 + M2,20 + M2,30 +M2,31 + M3 2+ M33+ M3 4+ M325 + M3 27

+mg 28 + mMma31 + M2+ Ma3 + Maa + Ma28 + Maz0 + Ma31 + M50 + M5 3 + M5 25 + M5 26 + M5 20 + 1715 31 + M0

+me.3 + Me,26 + Me,27 + Mr,1 + M7,4 + M728 + My 20 + Ma2 + Ms3 + Mse24 + Ms 25 + Mas,26 + Mas,27 + Ms 28 + Ms 29

+msg,31 + Moo+ Ma1 + Mo2 + Maa —+ Mo 4 + Mo 26 + Mo 28 + Maa1 + Mio,1 + M1o,2 + M10,3 + Maos + 710,28 + 10,29

+m11,0 +mMa1,2 + Ma1,3 + M1125 + Ma1,26 + Ma1,27

+mi1,28 + M11,20 + M11,30 + M11,31 + Ma2,1 + Ma2,2 + Mi25 + Miz228 + M12,30 + Ma3,0 + M13,1 + Maa,a + Maa24 + Ma3,25 + Maa,

- In addition, 51 chaining variable conditions in steps 10-16

-- extra chaining variable conditions and message conditions coming from
the message modification




able 1 New Collision Path for SHA-1 (First Iteration)

% i1 D q Do by ey Md; Dhoey
1 =OO00001 1,-2 32,1
-30,-32 30,-31
2 -5.,6 -3,30 221
a0 a0.-31
a A0000001 20,31 -31 .32 -3.,30 30.-31
3,89, ,-23 28,-29
4 2 -2-4. -8 -2 6,-T -21,32 -1, 2= a0,-21
-30,31,-32 5,13 -14, 32 3,8,9,.-23 28,-29
5 2 -1,2,7.30 5.-6 -2 6,-T -29.30 -1,28 a0.-31
B.-0, -23, 28 5,13.-14, 32 1.6.7,..-21 28,-29
L& SO000002 -7 -32 5,-6 -32, 4.-5 -29.30 -1,28
29.-30,-32 -11.12 5,-9,-23,28 G,11,-12, 30 1.6,7,..-21
i 1 -1,2,-5.7 1 -32 5.-6 -32, 4.-5 -20.30
29.31.32 -16,-27.,28 -11,12 G,-7., -21.26 G,11,-12, 30 1,6,7...-21
= -2.6 4 1 =30 -G -32.4.-5
29, 31,32 -16,-27.,28 -9.10 G,-7, -21.,26 G,11.-12, 30
9 SO000001 =30 321 4 a1 =30 5,-6
9.-10 -14,-25.26 9,10 G.-7T, -21,26
10 2 -2.5.6 2 32.1 2 a1 =30
a0.-31 O.-10 -14,-25,26 -9, 10
11 2 1,-2,-7 0.-10 2 30,21 2 a1
a0.31 T, -7 -14 -25.26
12 2 T,-a0 2 O.-10 a2 a0.,31 2
T,-H
13 -2-7T 2 T, a2 a0,31
-30,31.,32 T.-8
14 2.-30.-31 a2z T, a2
15 1 1,32 1 az
15 G 1 a2




ble 2 An Sample Solution to 1-10 Steps Differential

M bETId432 | 15fdd1de | 5627edds | abfed96b | 83dad005
1721%93¢ca | 2132f639 H8deZ2ee | TeTell9a | cecebll3

M’ 167fd431 | 35fddleb | eb2Vedds | 45fcd941 | addad046
ardl1938a | f132f66a | dbsdelec | SeTellY%a | acceblil

AM | ab000003 | 20000030 | 60000000 | «0D00002a | 20000043
ROOOOO40 | ADOOD05S3 | d0000022 | 20000000 | 60000032




Comparison between New Collision Path
and Previous Collision Path

= Comparison: Old New
1. Message conditions 50 42
2. Chaining variable conditions in steps 10-16 51 30
3. Message space in steps 10-16
available for direct modification 247 2°°

4. Message space in steps 10-16
available for searching collision

before advanced message modification 2123 2151




i Strategies for Message Modification

= Determine which message bits are possible candidates
(control bits) for modification (Table 3).

= The message modification process must respect all
chaining variable conditions and message conditions.

--require adding extra chaining variable conditions in
steps 1-16 and message conditions.
Especially Consider the carry effect.

-- message modification follow certain topological order
coming from correlations among chaining variable
conditions.



42 Message Conditions in Steps 17-80
for SHA-1 First Iteration

0 Myrr =Maea2+ 1, Myr a1 =1
1 mis,y = mMir,2 + 1, misz1 =0
2 19,30 = TM17,5, 19,31 = 1
3 Moz r = Maz,1, Moz e = Moz 7 + 1, Moz 30 = Mok
6-7 masyr = mag1+ 1, maser =masa—+1
= mare = M26.1 + 1, marsz1 =1+ maza
10-12 | mag sy = Mog 2z + 1, Magy = Magz+ 1, May g =Mao1 +1
13-15 | ma1 31 = masg1 + 1, Magy = Mazs + 1, Mags = Mag1 +1
16-18 | mases = mas,r + 1, mas,y = maa,2 + 1, mas,z1 = mao,1 +1
19-21 | Mayy = Mag,1 + 1, Magy = Mar2 + 1, Mag a1 = Maga +1
22-24 | my1r = Myoz+ 1, Myz s = Myoz + 1, Mysr = Mya 2 +1
25-2T | mar sy = maaz+ 1, maar = madz+ 1, mery = maaz+ 1
28-30 | meza = Maa 2 + 1, Mer s = Mes,z + 1, Mroo = Meoa +1
31-33 | my11 = Mes,a + 1, Mra o0 = Myzs + 1, Mryg 2 = Meoa + 1
34-36 | mysoe = mraa + 1, mrs11 = myse + 1. myra = mras + 1
37-38 [ mrg12 =mes s + 1, Mmraz =mrgq+1




Details for Message Modification —
Available Message Bits to Correct Sufficient Conditions (Table 3)

O T 5 15 32 10 o+ o+ 0+ o+ 0 0 1 0 o+ 0 0
1 4 4 2 5 2 o+ 4 11 15 14 O 15 14 15 T
1 G 122 12 13 4 3 o+ o o 0 o o 0 3 o 1
o 0 2 o T 5 1 T 5 5 0 10O 12 12 LG 13
2 11 = 10 10 12 a2 O o o 0 o 1 0 O o 4
1 5 4 o T 3 i G 12 15 14 13 14 12 15 14
3 14 13 14 15 10 3 0 0 0 0 0 0 1 2 0 1
o 4 2 2 T G 1 a = 14 14 13 15 14 15 O
4 11 11 14 T 4 G 0 o 0 0 e+ 0 0 O 4 4
2 2 0 1 2 4 5 4 O 5 5 15 146 11 132 12
5 14 o 11 10 G o+ [0 0* o+ a* 0 0 1 a* o+ a*
2 5 5 3 0 i 1 a i 10 11 12 12 17 15 14
& 10 G 10 10 14 2 O e+ o 0 e+ o o+ 1 4 0
2 o 3 3 4 4 5 T = u 15 15 12 14 21 15
T 5 13 14 15 10 3 1 0* 0 0 0 0 o+ 0 0 3
2 2 a o 2 a 5 4 1 B a T 14 12 13 10
= 11 O 145 1%k 1 o+ o+ o+ 0 0 e+ 1 o+ 1 0 0
1 1 5 5 5 4 B 5 12 15 1G5 13 202 15 T 12
O 13 19 14 5 13 ¥ 1 0 o+ o+ 0 0 o+ 32 1 2
e+ 1 2 1 T o+ 5 5 T = 13 13 14 10 15 14
10 5 17 10 14 G 4 0 0 0 0 e+ o+ o+ o+ o+ 4
4 G 2 3 2 1 G G 4 8 Lo T 13 19 L7 1¥
11 132 T 15 1Cr 9 1 0 0 o+ o* 0* o+ 1 o+ 1 o+
o+ 4 1 a2 5 ¥ a2 a ¥ 15 14 15 11 19 18 G
12 B = 10 11 4 4 2 o o+ o+ i+ o+ o+ o+ 4 1
2 o+ 2 1 1 4 o+ 4 O 5 o 12 14 12 15 1v
12 15 10 11 0 O 1 o+ o+ o+ o+ e+ 1 o+ o+ o+ o+
1 2 4 e+ & 1 1 & 132 11 11 T 10 12 11 14
14 5 ] 5 B = O o+ [+ o+ o+ [+ o+ o+ 4 o+ 2
0+ o+ 3 0+ G 4 G 5 4 pr 9 10 5 O o 9
15 G 4 1 G G 2 1 1 o+ a* 0+ o+ o+ a* o+ 3
1 2 o+ 1 2 1 1 o+ 1 1 1 1 1 1 1 1




Detalls for Message Modification —
Control bit and Control path

= Choices for control bit: a message bitm_{i',jJ'} (I'<16) which
does not appear explicitly in 42 message conditions or chaining
variable conditions. (marked by 0* and O in Table 3)

0*: No appearance In 42 message bit equations and no
chaining variable condition in the same bit position

0 : No appearance in 42 message bit equation, but a chaining
variable condition in the same bit position

= Control Path: A chain of intermediate variable bits which can
transmit a bit change from control bit m_{i',}'} to the target bit

a_{i.j}.
= An example for Control Path:
mi4,10 — d18,11 — 420,11 — 421,16 — 122,21 — d2326 — 124,31



Detalls for Message Modification
— Topological Order

= A preferred order for processing a set of conditions a_{i,j}
so as to minimize the chance that a previously enforced
condition may later get undone.

= An example of topological order

ai1g2 — ai7,31 — a1732 — 172 — 116,31 — A174 — 4204
— (1932 — 192 — (1830 — d1832 — A2030 — Ud21,30 — U212 — A223

— (244 — (231 — (2431 — (2531

18,29 — (@192, A18,30)



Detalls for Message Modification

i ----- Error Probability

= Error probability In spite of topological order, there is
some probability that at the end of the message
modification process, not all conditions are satisfied .

We refer to this probability as error probability.

= Calculation of error probability (See Table 4)



Table 4 An Example for One Condition Correction

step Aw; Additional Cons Control bits | Closest Cons | Pry | Prg
11 211 (11,12 = MM10,12 (11,12 (11,30 jlfs
12 AL myg17 = 1+ myg1s
13 12,12 = d12.12 113,32
14 b13,00 =0 (14,32
15 brg0 =1 (15,1
16 2" mis10 = 14 mio 12 (16,31
19 | 219 2 419,11, 419,13 (19,32 gﬁr
20 2 420,16, 120,18 20,4 3%:5
21 (21,11, 21,13, 821,21, #2123 (21,30 %
22 | 272,21 122,95 -y (22,18, A22,26, 022,28 (22,3 ;%
23 218 1231, -...., 12323, A28 31 (23,1
24 d24 4 124,65 424,105+++++ 124 28 24,31 jla'

123 23 — (12328 — (24,1 — (124 4



Table5  Conditions can be Corrected
T by Advanced Message Modification (with Star)

N
—
o

a102 =0, aloa =1, a7 =0, a0z =0, a10,11 = 09,11, A10,12 = 9,12, 10,30 = 1, @10,31 = 1,

11 | annga=0,anr=1ang=1 a1190=0, ai1,10 =1, a1130 =0, a1131 = 1, a11,32 = 1,

12 | a122 =0, a127 =1, a128 =0, aza32 =1

13 a3 7 =1,a138 =1, a1332 =1

14 | auz=a13a+1=mue1, a1a32 =1,
15 15,1 = 0,

16 | a1 =0,a162 = a152, ae31 = 1

(| ay72 =My72 +Mygr + 17, G1732 = Mo 30", G174 = Myg2 +My72", G731 =0

18 | aiza =mar2", aiz32 =17, aigz0 =17
19 | a1032=14+m195", a102 = a2 + 172",
20 | az030 =1+ airszs +aisaz”, azoa =maz1+ 14 a4

21 | ao12 =18 a +a174", az12 =mo17+ 17, az1,30 = 1 + maz 30 + azo,32"
22 | a3 =Mog1 40213

23 | a31=1+ma21”

24 | aga=wewe2+ 1+ a34 , 2431 = Was31 + 21"

25 | @252 =Ma4 1, Q2531 = Woe 31 + @231

26 | age,2 = was2, 263 = w2s1 +1+axs;s




Complexity Estimation

i ----Complexity for Second Iteration

There are 83 conditions in steps 17-80

After advanced message modification, there are 65
conditions left in 17-80 steps

Searching for two conditions in steps 25-26 by one
computation

Relax one condition in the final step
62 conditions left

Error probability for correcting 17-25 conditions
amounts to one failed condition.

The complexity is about 253 computations.



i Complexity Estimation ---Total Complexity

= Complexity for first iteration: further relax
3 conditions In the final 2 steps.

The complexity is about 2°° computations
s Complexity for the second iteration
253 computations
= Total complexity
2034 200=1 125 x 203~ 263



Thanks!



